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Threats for Small 

Business In-

creases 

 

Criminal activity is often a 

crime of opportunity. With 

cybercrimes, that opportunity 

appears to be with small busi-

nesses. Many small business 

owners have a false sense of 

cyber security, but no business 

is immune to threats. Large 

businesses are at risk because 

there is more to gain from an 

attack. But small companies 

are at risk because they’re 

simply unprepared   

Many small businesses may 

assume they have nothing to 

steal, but they have customer 

information, create intellec-

tual property and use banks. 

Small businesses have also 

been used as pawns in sophis-

ticated web-based attacks. 

Many web-based attacks origi-

nate from websites of compro-

mised small businesses, and 

cyber espionage gangs have 

hijacked their websites, then 

waited for their targets to visit 

so they can infect them. 
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 The Need for Heuristic Protocol in Ethical Hacking 
Hacktivism is on the rise as security risks continue to grow. 

Every business is a target, no matter its size, function or 

annual revenue, security risks come from every direction – 

malware, social networks and even employees. Every busi-

ness has information worth protecting, and IT service pro-

viders owe it to their clients to keep all data safe and secure.  

A new awareness has transcended Corporate Responsibility 

(CR) to be more attentive and demand transparency, sustain-

ability, and governance. The Federal Government is trans-

forming cyber security from a small area to a much broader 

sector which is more likely to receive a larger projection of 

budgets in the private and public arena. 

In 2012, a survey conducted with multiple companies in 

diverse industries experienced 1.8 successful attacks per 

company per week, an increase of 42% from the previous 

year. That said, only 19% of companies say they are 

“extremely satisfied” in their security defenses. With so 

many companies reporting cyber intrusions and their lack of 

confidence in IT security accelerates, the demand for heuris-

tic protocol is imminent.  

Unfortunately the growth of the usual threats, such as 

spam, phishing, malware and malicious websites has 

overwhelmed the internet. As these threats continue to 

grow, attacks are getting more disruptive and costly as 

they target sensitive information and reduce productiv-

ity. The threats are so malicious that even the United 

States military is on the offense. The chief of the mili-

tary’s newly created Cyber Command is establishing 

special teams of programmers and computer experts 

who could carry out offensive cyber attacks on foreign 

nations if the United States were hit with a major attack 

on its networks. 

Changes in how technology is used are contributing to 

growth in cyber security threats. Cloud computing, 

mobile devices, Internet-based applications and social 

networking have become major security concerns. This 

greater interconnectivity of devices, systems and users 

creates virtual highways for threats to spread.  

While mobile computing and “Bring Your Own De-

vice” (BYOD) have many advantages, the lack of Corpo-

rate Responsibility (CR) and control adds to the security 

challenges. Mobile  attacks are increasing, and 32% of 

all mobile threats increase vulnerability. A lost or stolen 

device is a common mobile security threat, and thefts of 

smart phones in major cities have become a national 

criminal threat. 

Cloud computing is convenient, but it presents addi-

tional risks. When a company uses a cloud provider, it 

leaves data protection in the hands of someone else. 

Even if the cloud provider has platforms that are more 

secure than the company that uses it, the provider may 

be a more desirable target of cybercriminals because of 

the high volume of data the cloud provider manages.  

Marketing in using social media amplifies security con-

cerns. Users may view a social site as a safe place, but 

spammers and cybercriminals take advantage of that 

trust to launch attacks. They’re finding new ways to 

introduce malware and viruses through shortened URLs 

that appear to be safe but allow worms and Trojans 

onto a system. 
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The evolution of 
governance, risk 
and compliance 
(GRC) 

 

The explosive pace of industriali-

zation and technological ad-

vancements over the past cen-

tury has exposed systemic weak-

nesses that can arise from an 

increasingly complex global 

industrial infrastructure. The 

synthesis of human competen-

cies with other factors such as 

computer systems, heavy ma-

chinery, chemical and nuclear 

engineering has demonstrated, 

through a series of unfortunate 

events, that unforeseen risk can 

be a contingency of modern 

business operations. Many of 

these incidents have also led 

directly to legislation designed to 

insulate the public, environment, 

and economy against similar 

future disasters. For example, 

many federal workplace regula-

tions, building codes, privacy 

laws, environmental safety stan-

dards, banking reforms, and  as 

a result financial reporting man-

dates have been enacted impact-

ing the general public.  

Historically, business practices 

have relied heavily upon insur-

ance policies to protect them 

against the financial impact of 

such incidents; however, it is 

clear that insurance is just one 

risk response and that compa-

nies have other, less costly op-

tions, including risk acceptance 

or mitigation. Enterprise GRC 

software can help optimize risk 

mitigation at the lowest possible 

cost, as well as help companies 

devise risk management meas-

ures to identify, manage, moni-

tor, and report on risks across 

the business before they mani-

fest into a loss. 
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The path to GRC intelligence  

As corporations’ risk management 

and compliance protocols mature, 

software plays an integral role in 

enabling a programmatic approach to 

GRC. Modern GRC technologies not 

only provide solutions for managing 

compliance and risk initiatives, but 

also arm decision-makers with tools 

to fully understand and interpret 

valuable business data regarding 

internal assets, interdepartmental 

operations, the status and impact of 

broad company initiatives, and other 

key metrics of sustainability with 

continued value and growth.  

The risk of geographic expo-

sure 

Increased regulations and new 

technologies, have complicated 

the GRC platform, making it diffi-

cult  to stay abreast of the rapid 

pace of change. As regulatory 

demands and potential risk factors 

continue to increase, companies 

that embrace an analytical GRC 

strategy will be able to decrease 

costs and overall complexity while 

gaining valuable insight into the 

risks that could affect corporate 

performance from legal action, 

fines and penalties, a decline in 

brand loyalty, or operational loss.  

 

Business intelligence and re-

porting  

Business intelligence  provides a 

crucial dimension to the field of mod-

ern governance, risk, and compli-

ance, adding a level of transparency 

into enterprise-wide performance and 

risk. GRC solutions are not fully 

functional without a intelligence layer 

to collect, analyze, and visualize data 

at a highly granular level, enabling 

decision-makers to gain a heuristic 

view across all risk categories and 

across product protocol,  process, or 

business unit dimensions. In fact, 

assessing risk across different di-

mensions is a critical capability of 

modern GRC software. The opera-

tional risk manager may look at a 

business process as the unit of risk 

evaluation, whereas the IT risk man-

ager may want to assess risk at the 

asset level.  

It is essential, especially in today’s 

economy, that companies establish a 

system for evaluating their operating 

status at any point in time in relation 

to performance objectives. Business 

intelligence can provide this capabil-

ity, and, embedded in a powerful 

GRC solution, it enables corporations 

to easily asses collected data and 

monitor with key risk management. 

protocol and  strategy .  

 

Risk management and GRC 

support 

Governance, risk, and compli-

ance software has emerged 

from a heuristic approach to 

risk management and support. . 

A well-planned GRC strategy 

coupled with intelligent soft-

ware can increase transpar-

ency and collaboration across 

business units, enabling organi-

zations to identify, manage, 

monitor, and analyze risk 

analysis. Automate risk man-

agement and compliance proto-

col to meet and label obstacles 

of regulatory change and goal 

achievement. A fully-integrated 

approach to risk management 

through a GRC platform can 

also lead to opportunities for 

improving business insight 

across the enterprise, enabling 

managers to analyze and 

evaluate key metrics that affect 

business performance.  
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       Heuristic 

      Evaluation 
 

The heuristic approach to problem solv-

ing consists of applying human intelli-

gence, experience, common sense and 

certain rules of thumb (or heuristics) to 

develop an acceptable, but not necessar-

ily an optimum, solution to a problem. Of 

course, determining what constitutes an 

acceptable solution is part of the task of 

deciding which approach to use; but 

broadly defined, an acceptable solution is 

one that is both reasonably good (close 

to optimum) and derived within reason-

able effort, time, and cost constraints. 

Often the effort (manpower, computer, 

and other resources) required, the time 

limits on when the solution is needed, 

and the cost to compile, process, and 

analyze all the data required for determi-

nistic or other complicated procedures 

preclude their usefulness or favor the 

faster, simpler heuristic approach. Thus, 

the heuristic approach is generally used 

when deterministic techniques or are not 

available, economical, or practical. 

2013 Galaz, Yamazaki, Ruiz Urquiza, S.C.  

IT Management / Rules of Engagement for competitive advantage  

The increase in regulatory oversight across all industries 

and the rapidly evolving compliance environment has left 

many organizations struggling to keep pace with new and 

amended mandates. To mitigate the risk of regulatory non-

compliance in such a climate, corporations have embraced 

strategic  protocols and technology that take a proactive 

approach to managing regulatory change, while also 

streamlining communication and cooperation with stake-

holders, partners, and regulatory entities.  

Increased regulation and compliance demands have also 

compounded the number of relationships that organiza-

tions need to maintain and manage with external regula-

tors and regulatory bodies. As a result, corporations are 

subject to additional workload requirements related to 

multiple inquiries, submissions, filings, exams, and audits.  

 

Organizations struggle to cope with scheduling, tracking, and 

monitoring all of the moving pieces of complex regulator inter-

actions, while maintaining quality and timely responses. 

Regulator interaction solutions alleviate some of the burden 

associated with managing highly manual and cumbersome 

processes such as scheduled on-site exams, ad hoc re-

quests, and filings. Software to automate these processes 

promotes cooperation and communication by providing a 

virtual “paper trail” and enabling provisional review and ap-

proval processes. Companies are thus able to achieve a 

holistic view over a matrix of internal and external relation-

ships, while at the same time perpetuating the flow of ancil-

lary business operations.  

As companies face increased regulatory scrutiny, it is vital to 

carefully address these changes and effectively and effi-

ciently manage organizational responses to avoid a crippling 

effect on ongoing business operations.  

Risk Intelligence Enterprise 
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 What constitutes 

 ethical hacking? 

In order for hacking to be deemed 

ethical, the hacker must obey the 

following rules: 

 Expressed (often written) per-

mission to probe the network 

and attempt to identify potential 

security risks. 

 You respect the individual's or 

company's privacy. 

 You close out your work, not 

leaving anything open for you or 

someone else to exploit at a 

later time. 

 You let the software developer 

or hardware manufacturer know 

of any security vulnerabilities 

you locate in their software or 

hardware if not already known 

by the company. 
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                                    Regulatory Compliance  

 

As the GRC landscape continues to evolve, it is vital that companies prepare for future changes with systems 

and strategies that can adapt to change. Truly flexible software can be easily integrated into an organization’s 

infrastructure without any change to current methodologies or processes, but must also be extensible to manage 

multiple types of risk and compliance programs within a single system to easily identify interdependencies, syner-

gies, and efficiencies.  

In today’s highly regulated and complex corporate environment, businesses are required to comply with a multi-

tude of global mandates, including legal, regulatory, and industry standards. Similarities across these mandates 

can create overlapping management, documentation, internal controls, and audit demands, which can overwhelm 

efforts to effectively identify and manage corporate compliance risk.  

In the past, companies have managed compliance on a provisional basis, reacting to new regulatory require-

ments as departmental efforts. This approach does not enable companies to gain insight from enterprise-wide 

compliance data, while at the same time compliance costs continue to rise in response to fragmented GRC in-

vestments.  

As regulatory demands continue to mount, businesses are beginning to adopt a more comprehensive, risk-based 

view of their legal and regulatory responsibilities. Taking a more practical, cross-regulatory approach, companies 

are able to gain competitive advantage by alleviating increasing costs and complexity and gaining valuable in-

sight into compliance data that could affect corporate performance in the form of legal action, fines and penalties, 

or damage to a company’s reputation.  

IT / Security 

Governance 

Information Security Govern-

ance consists of leader-

ship,structure, protocol, compli-

ance and enforcement. Moni-

toring strategies with innova-

tive GRC software that secures 

confidentiality and the integrity 

of a company’s IT information 

infrastructure.  

SF Hospitality Group, LLC 2014 ISO/IEC 2015 Prof. S.H. Von Solms / University of Johannesburg 
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